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Security Culture and Legislations
1. What would you do to help create a national "security culture" in which everyone is more knowledgeable and proactive about threats to information security? 
A security culture refers to a set of assumptions, norms, attitudes, beliefs systems, values, and practices that ensure an individual or a people encourage and observe optimal security. I would utilize transformational leadership to engage all the responsible stakeholders: schools, parents, tech giants, the government, and other players in the private and public sector. My approach to stakeholder engagement would revolve around SMART security goals, effective communication, and accountability. Responsibility wise, I would ensure every firm in the information communication and technology (ICT) sector has a proactive security strategy and tools. For instance, I would ensure Facebook, Twitter, and other social media networking sites define their responsibility when handling third party information that poses a risk to users. As proposed by Malcolmson (2009), I would mobilize resources to create awareness creation and education programs across schools, parks, museums, religious centers, stadia, government and private buildings, and neighborhoods. Most noteworthy, I would insist on a mandatory security course for all students, right down from primary. Equally important, I would use the popularity of social media and the mainstream media to sensitive people about security threats and measures to counter them, such as determining genuine mails, calls, and texts from spammed ones. 
2. There have been several incidents of data theft or loss involving personal information held by large companies. As a result, legislation is being discussed that would provide penalties not just for data thieves, but for companies that fail to keep private information secure. Discuss your opinions about this as a group. Are such laws needed? Please give reasons to support your answer.
The proposed security laws are not only needed but should also be seen by all actors as a necessity in this digital age. Children and adults alike are exposed to large amount of data in the Internet, including phishing links online fraudsters. This phenomenon has been attributed to the widespread availability of mobile phones and other portable devices, and the ease with which people can gain access to information published and streamed online on their social media platforms. Noteworthy, children can now watch and read explicit content from the comfort of their parents’ couches without necessarily being noticed (Smedinghoff, 2020). The danger posed to children and risks faced by adults require a robust response to ensure their safety and security while navigating websites, chatting friends and workmates, and conducting online transactions. Therefore, besides creating a security culture, adopting stringent laws would improve accountability among hi-tech firms and other corporations that store personal information and online users. 









References
Malcolmson, J. (2009). What is security culture? Does it differ in content from general organizational culture? Conference: Security Technology, 2009. 43rd Annual 2009 International Carnahan Conference. http://doi/10.1109/CCST.2009.5335511
Smedinghoff, T. (2020). The new law of information security: What companies need to know? https://www.cs.jhu.edu/~rubin/courses/sp07/Reading/newlawis.pdf



















